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Context

Modern, microservice-based software systems are subject to frequent change while operating
in production, leading to so-called transient behavior. Changes can arise from outside, e.g.,
workload peaks and changing user behavior, or inside the system, e.g., autoscaling and deploy-
ment of new (versions of) services. The satisfaction of a software system’s users can be heavily
affected if the system is not resilient to such changes. Therefore, it is crucial to specify resilience
requirements and comprehend the system’s transient behavior. However, the changes causing
transient behavior often happen unexpectedly, making such requirements hard to elicit. Since
transient behavior can be complex and difficult to anticipate, it is also challenging for software
architects to create precise and quantifiable specifications.

Objective

Our vision in the DiSpel project is to develop an interactive approach for continuous elici-
tation, specification, and refinement of resilience requirements at runtime in the domain of
microservice-based software systems. As part of this vision, we aim to support stakeholders
in eliciting and specifying precise and quantifiable resilience requirements by developing new
(interactive) techniques and adopting established techniques from other domains, e.g., risk
analysis, visualization, and human-computer interaction.

Method

In our work, we use scenarios as described by the Architecture Tradeoff Analysis Method
(ATAM) [1] as the foundation for specification, since they represent both essential parts of
a resilience requirement: the incidents and the expected response. We aim to interactively
transform the elicitation-friendly scenarios into more formal representations, e.g., Probabilistic
Computation Tree Logic [2], in order to disambiguate them and make them quantifiable.
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Weuse system traces to automatically extract architectural information and hazards as starting
points for the elicitation process. Additionally, we combine visualizations of the architecture
and transient behavior with assistance by chatbots. For the visualization and specification of
the expected response, we rely on resilience curves— our recent works are based on Bruneau’s
resilience triangle [3] as a simplification.

Results

We have achieved the following complementary intermediate results towards our overall vision:

• Resirio [4]— a tool that is able to import execution traces and conducts a CHAZOPS-
based [5] hazard analysis on the extracted architectural model. The results are presented
in a graph-based architecture visualization intended to help users in interactive elicitation
of resilience scenarios. In a conversation with a chatbot, the user can then specify
the resilience scenario. We conducted a user study with participants from industry
and academia to evaluate Resirio’s usability, effectiveness, and support. The evaluation
shows that the developed prototype gives novice requirements engineers a foundation
for fast requirements elicitation and that Resirio complements traditional requirements
engineering approaches.

• TransVis [6]— a tool focused on the specification of expected responses and comprehen-
sion of transient behavior. TransVis presents a graph-based visualization of the system’s
services that indicates potential violations. For each service, the violations and measure-
ments can be visually investigated and compared against simple specifications based
on Bruneau’s resilience triangle model. An integrated chatbot assists the user in her
tasks, e.g., adding, deleting, and showing specifications. A user study revealed that the
developed visualizations are effective for specifying and exploring transient behavior.
However, the chatbot was rarely utilized by the participants.

• Currently, we are also developing concepts and editors for the interactive transformation
of ATAM-based scenarios into more formal representations. While still under develop-
ment, early versions of some of the planned prototypes are already available. This step
is intended to extend the requirement elicitation workshop, which we presented in a
previous work [7].

Conclusion

While the evaluations of Resirio and TransVis showed that they can support users in the
elicitation and specification of resilience requirements as well as comprehension of transient
behavior, they also revealed some limitations. The chatbots were not well accepted by the
participants— except for quick replies— and only simple scenarios can be specified. Therefore,
we aim to enhance and extend our concepts to support the specification of more sophisticated
scenarios.



Talk Outline and Further Resources

In our talk, we will give an overview of the vision and current activities in the DiSpel project for
elicitation and specification of resilience requirements. We present preliminary results, i.e., the
concepts, prototypes, evaluation results, and lessons learned regarding Resirio and TransVis.
Furthermore, we provide an insight into the currently developed editors.
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